GUVERNUL REPUBLICII SERBIA
PRIVIND
PROTECTIA RECIPROCA

A INFORMATIILOR CLASIFICATE SCHIMBATE




PREAMBUL

Guvernul Roméniei si Guvernul Republicii Serbia (denumite in
continuare: Parti),

Cunoscand faptul cd buna cooperare poate face necesar un schimb de
informatii clasificate intre Parti, direct sau prin intermediul altor persoane
juridice din statele Partilor,

Dorind sa stabileascd un cadru legal care si reglementeze protectia
reciproca a informatiilor clasificate schimbate ce se va aplica tuturor acordurilon
de cooperare si contractelor viitoare ce vor fi derulate intre Parti, sau intre
persoanele juridice din statele acestora, §i care contin sau implicd accesul lal
informatii clasificate,

Au convenit urmatoarele:

schimbate sau produse In procesul de cooperare dintre Parti sau dintre]
persoanele juridice din statele Partilor.

(2) Prezentul Acord se aplicd oricdrei activititi ce implicd schimbul de
Informatii Clasificate si care se deruleazi sau urmeazi a se derula intre Parti
sau intre persoanele juridice din statele Partilor.

(3) Prezentul Acord nu va afecta obligatiile celor doua Pirti ce deriva din alte
acorduri internationale incheiate cu terti si nu va fi folosit impotriva]
intereselor, securitatii si integritdtii teritoriale ale altor state,

ARTICOLUL 2
DEFINITII

in prezentul Acord se vor utiliza urmatoarele definitii:

a) Informatie Clasificati: orice informatie, document sau material, indiferent
de forma fizica a acesteia, careia i s-a atribuit un anumit nivel de clasificare
in conformitate cu legislatiile statelor Partilor §i care necesitd protectie
impotriva dezvaluirii neautorizate sau a oricarei forme de compromitere;
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Nivel de Clasificare: un marcaj care, in conformitate cu legislatia statului
Partii, determind anumite restrictii privind accesul la Informatii Clasificate
si masurile de protectie;

Parte Emitenta: Partea, inclusiv orice altd persoand juridicd din statul
Partii respective, care genereaza si transmite Informatii Clasificate citre
cealaltd Parte;

Parte Primitoare: Partea, inclusiv orice altd persoana juridicd din statul
Partii respective, care primeste Informatii Clasificate de la cealaltd Parte;

Contract Clasificat: orice contract care contine sau implicd Informatii §
Clasificate;

Certificat de Securitate Industriald: un document emis in conformitate cu
legislatia statului Par{ii in baza verificarii de securitate efectuate, finalizati
printr-o decizie pozitivd prin care se abiliteazd o persoand juridicd si
desfasoare activitati legate de un Contract Clasificat;

Autoritate Competentd de Securitate: institutia mentionata la art. 3 al
prezentului Acord, investitd cu autoritate la nivel national care, in
conformitate cu legislatiile statelor Partilor, asigurad implementarea unitara a
masurilor de protectie a Informatiilor Clasificate;

Principiul ‘necesitatea de a cunoaste’: principiul conform céruia accesul
la Informatii Clasificate poate fi acordat unei persoane numai daca acesta
este necesar in vederea indeplinirii indatoririlor oficiale si sarcinilor de

serviciu; ‘

Compromitere: orice intrebuintare necorespunzitoare, contrard legislatiei
nationale, care are drept rezultat deteriorarea sau accesul neautorizat,
modificarea, dezvéluirea ori distrugerea Informatiilor Clasificate, precum si
orice actiune sau inactiune care duce la pierderea confidentialitatii,
integritatil sau disponibilitatii acestora.




_ ARTICOLUL3
AUTORITATI COMPETENTE DE SECURITATE

M) Autoritatile Competente de Securitate responsabile pentru implementarea
prezentului Acord sunt:

Romania:
ficiul Registrului National al Informatiilor Secrete de Stat

Republica Serbia:
ancelarija Saveta za nacionalnu bezbednost i zastitu tajnih podataka

[§2) Partile se vor informa reciproc, pe_ganale diplomatice, despre orice

T T

ft&ﬁte de Securitate.

NIVELUR

- - \ b
¢1) Echivalenta nivelurilor de clasificare natfonale este urmitoarea:

1l Pentru Roménia Pentru Republica Serbia
STRICT SECRET DE AP KABHA TAJHA
IMPORTANTA DEOSEBITA
STRICT SECRET CTPOI'O ITOBEPJLMBO
SECRET [TOBEPJLMBO
SECRET DE SERVICIU ‘ HMHTEPHO

2) Partea Emitentd va informa cu promptitudine Partea Primitoare asupra
oricdror modificdri survenite in Nivelurile de Clasificare ale Informatiilor
Clasificate transmise.

3) Partea Emitenta va informa Partea Primitoare asupra conditiilor
suplimentare de transmitere sau de limitare a utilizarii Informatiilor
Clasificate transmise.

4) Partea Primitoare se va asigura cd Informatiile Clasificate sunt marcate cu {
Nivelul de Clasificare national echivalent, in conformitate cu alin. (1) al
prezentului Acord.




(5) Partile se vor informa reciproc asupra oriciror modificiri survenite in
Nivelurile de Clasificare nationale,

ARTICOLUL 5
PROTECTIA INFORMATIILOR CLASIFICATE

(1) Partea Primitoare va asigura pentru toate Informatiile Clasificate primite
acelasi nivel de protectie ca §i pentru Informatiile Clasificate nationale
avand Nivel de Clasificare echivalent, in conformitate cu art. 4. al
prezentului Acord.

{2) Nimic din continutul prezentului Acord nu va prejudicia legislagiile $i

d S} n{«aghg@te- mﬁsmlle corespunzatoare pentru
protectia Informatiilor Clasifica® ,p}dubréte/ stocate sau transmise prin
sistemele informatice si de co ~,...,,, ¥ Aceste masuri vor asigura |
confidentialitatea, integritatea, dlspomblhtatea si, dupd caz, ne-repudierea si
autenticitatea Informatiilor Clasificate, precum si un grad corespunzitor de
evidentd si urmdrire a acfiunilor legate de informatiile respective.

3)

ARTICOLUL 6
DEZVALUIREA ST UTILIZAREA INFORMATIILOR CLASIFICATE

1) Fiecare Parte se va asigura cd Informatiile Clasificate furnizate sau
schimbate in baza prezentului Acord nu vor fi:

(a) declasificate si nici nu li se va scadea Nivelul de Clasificare fird
acordul prealabil scris al Partii Emitente sau la cererea acesteia;

.(b) folosite in alte scopuri decat cele pentru care au fost furnizate;

(c) dezvaluite unui stat terf, organism international, persoana fizicd sau !
juridica fard acordul prealabil scris al Partii Emitente.
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Dacid oricare alt acord Incheiat intre Parti cuprinde reglementiri mai stricte
referitoare la schimbul sau protectia Informatiilor Clasificate, se vor aplica
reglementdrile respective.

ARTICOLUL 7
ACCESUL LA INFORMATII CLASIFICATE

Accesul la informatiile clasificate SECRET/TIOBEPJBMBO si de nivel
superior precum si in incaperile si obiectivele unde se desfasoara activitatii
ce implicd astfel de informatii este permis, cu respectarea principiului
Necesitatea de a cunoaste, numai persoanelor autorizate gi care detin
Certificat de Securitate a Person mmala‘bg pentru Nivelul de Clasificare
al informatiilor pentru care se sghicifa

Accesul la informatiile clamﬁ"“,‘_
va limita numai la persoane i",care zespecta principiul Necesitatea de a
cunoaste si conditionat de indepifiiréa:de catre acestea a cerintelor pentru
acces la aceastd categorie de Informatii Clasificate in conformitate cu
legislatiile nationale ale Partilor.

Fiecare Parte se va asigura cd toate persoanele cérora li s-a acordat accesul
la Informatii Clasificate sunt informate cu privire la responsabilititile de a |
proteja aceste informatii in conformitate cu reglementirile de securitate
corespunzatoare.

ARTICOLUL 8
TRADUCEREA S1I MULTIPLICAREA
INFORMATIILOR CLASIFICATE

Toate traducerile si multiplicarile Informatiilor Clasificate vor fi marcate cu
Nivelul de Clasificare national corespunzitor si vor fi protejate in acelasi
mod ca si Informatiile Clasificate originale.

Toate traducerile si multiplicarile Informatiilor Clasificate vor fi efectuate
de persoane care defin Certificate de Securitate a Personalului

.. COIESPUnZAtoare,
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Toate traducerile Informatiilor Clasificate vor contine o adnotare
corespunzatoare in limba in care au fost traduse in care se va indica faptul
cd acestea contin Informatii Clasificate ale Partii Emitente.

Informatiile Clasificate marcate STRICT SECRET DE IMPORTANTA
DEOSEBITA/JIPYXABHA TAJHA vor fi traduse sau multiplicate numai in
baza permisiunii prealabile scrise a Partii Emitente.

Toate multiplicérile si traducerile Informatiilor Clasificate vor fi supuse §
acelorasi masuri de protectie ca si informatiile originale. Numirul de copii
se va limita la cel necesar pentru scopurile oficiale.

DISTRUGEREA INKO) R CLASIFICATE

Informatiile Clasificate vor fi distrusesta“conformitate cu legislatia nationala
a Partii Primitoare astfel incat reconstructia partiald sau totald a acestora si
nu fie posibila.

Distrugerea Informatiilor Clasificate se realizeazd numai cu acordul
prealabil scris sau la cererea Partii Emitente.

Informatiile STRICT SECRET DE IMPORTANTA DEOSEBITA/
JIPXABHA TAJHA nu vor fi distruse. Acestea vor fi returnate Partii
Emitente dupa ce Partea Primitoare considera ca nu 1i mai sunt necesare. '

Partea Primitoare va informa in scris Partea Emitentd cu privire la
distrugerea Informatiilor Clasificate.

In cazul in care este imposibila protejarea sau returnarea Informatiilor
Clasificate generate sau transmise in baza prezentului Acord, acestea vor fi
distruse imediat. Partea Primitoare va notifica in cel mai scurt timp
Autoritatea Competentd de Securitate a Partii Emitente cu privire la
distrugerea Informatiilor Clasificate.
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ARTICOLUL 10
TRANSMITEREA INFORMATIILOR CLASIFICATE

Informatiile Clasificate vor fi transmise prin canale diplomatice, curieri
militari sau alte mijloace convenite de Autoritatile Competente de |
Securitate in conformitate cu legislaia nationala ale Partii care initiazi |
transmiterea. Partea Primitoare va confirma in scris primirea Informatiilor |
Clasificate.

Informatiile Clasificate vor fi transmise electronic in form# criptata, prin
utilizarea mijloacelor si dispozitivelor criptografice acceptate reciproc de
Autorititile Competente de Securitate, in conformitate cu legislatiile
nationale ale Partilor.

Vizitele ce implicad acces la Informatii Clasificate efectuate pe teritoriul
statului Parfi gazdd sunt supuse autorizdrii scrise prealabile a Autoritatii
Competente de Securitate a Partii gazda, in conformitate cu legislatia

nationala a acesteia. |

Cererea de vizitd va fi transmisd Autoritdtii Competente de Securitate a
Partii gazdd si va cuprinde urmitoarele date ce vor fi folosite numai in
scopul vizitei:
a) numele si prenumele vizitatorului, data si locul nasterii, cetatenia, si
numarul pasaportului sau al cértii de identitate;

b) functia vizitatorului, cu mentionarea angajatorului pe care vizitatorul
il reprezinti;

c¢) specificarea proiectului la care participa vizitatorul;

d) confirmarea detinerii Certificatului de Securitate a Personalului de
catre vizitator, valabilitatea acestuia si Nivelul de Clasificare a

informatiilor pAna la care acesta poate acorda acces;
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e) numele, adresa, numarul de telefon / fax, e-mail si persoana de
contact din cadrul obiectivului ce urmeazi a fi vizitat;

f) scopul vizitei, inclusiv cel mai inalt Nivel de Clasificare al
Informatiilor Clasificate implicate;

g) data si durata vizitei. In cazul vizitelor repetate, se va mentiona}
intreaga perioada acoperiti de vizite;

h) alte date, dacd s-a convenit astfel intre Autorititile Competente de
Securitate;

i) data si semndtura Autorititii Competente de Securitate
transmitétoare. ’

solicitante cu pr1v1re la declea luaté.

Dupé aprobarea vizitei, Autoritatea Competenta de Securitate a Pirtii gazda
va transmite functionarului de securitate din obiectivul ce urmeazi a fi
vizitat un exemplar al cererii de vizita.

Vizitatorii vor respecta reglementdrile si instructiunile de securitate ale
Pirtii gazda.

Autoritdfile Competente de Securitate pot conveni asupra unei liste de |
vizitatori care au dreptul si efectueze vizite repetate. Aceastd listd este
valabild pentru o perioadi initiala ce nu depageste 12 luni si poate fi extinsa
pentru o perioadd suplimentard nu mai mare de 12 luni. Cererea de vizite
repetate va fi transmisd in conformitate cu alin. (3) al prezentului articol.
Dupé aprobarea listei, vizitele pot fi aranjate direct intre institutiile
implicate.

Partile vor garanta protectia datelor personale ale vizitatorilor in
conformitate cu legislatiile nationale ale acestora.
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ARTICOLUL 12
CONTRACTE CLASIFICATE

1) In cazul in care o Parte sau o persoani juridici din statul siu intentioneaza
sa incheie un Contract Clasificat ce urmeazi a se derula pe teritoriul statului
celeilalte Parti, atunci Partea pe teritoriul cireia se deruleazi contractul isi
va asuma responsabilitatea de a proteja Informatiile Clasificate legate de
contract, in conformitate cu legislatia statului s3u si cu prevederile
prezentului Acord.

{2) La cerere, Autoritdtile Competente de Securitate vor confirma dac3 au fost
ehberate Cemﬁcate de Securltate a Personalulux si Cemﬁcate de Secuntate

participe la negocierile pre-

Clasificate anterior accesarii

Partii Emitente.

43) Fiecare Contract Clasificat inc at:%tr gontractanti, in conformitate cu
prevederile prezentului Acord, V& —euprmde o anexd de securitate
corespunzatoare in care sunt mentionate cel putin urmatoarele aspecte:

a) lista Informatiilor Clasificate gestionate in cadrul Contractului Clasificat si

Nivelurile de Clasificare ale acestora;
b) procedura de comunicare a modificdrilor aparute in Nivelurile de
Clasificare ale informatiilor schimbate;

¢) canale de comunicare si mijloace de transmitere electromagneticd;

d) procedura de transport a Informatiilor Clasificate;

¢) obligatia de a informa despre orice Compromitere survenitd efectiv sau

suspectata.

pory

§4) Un exemplar al anexei de securitate a oricirui Contract Clasificat va fi
transmis Autoritdtii Competente de Securitate a Partii pe teritoriul céreia
urmeazd si se deruleze Contractul Clasificat in vederea asigurarii unei
monitoriziri de securitate si control corespunzétoare.

l5) Contractele Clasificate care implicd accesul la informatii SECRET DE
SERVICIU/MHTEPHO vor contine o clauzd in care sunt specificate
misurile minime ce urmeazd a fi implementate pentru protectia acestei
categorii de Informatii Clasificate.

securitate ca gi contractantul.
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Autoritdtile Competente de Securitate pot conveni asupra unor vizite
reciproce in vederea analizarii eficienfei mésurilor adoptate de contractant
sau sub-contractant pentru protectia Informatiilor Clasificate vehiculate in
Contractul Clasificat.

Partile vor asigura protectia drepturilor de autor, a drepturilor de proprietate
industriald — inclusiv licentele, secretele comerciale si a oricdror alte
drepturi legate de Informatiile Clasificate schimbate intre statele lor, in
conformitate cu legislatiile nationale.

Alte proceduri detaliate referitoare la Contractele Clasificate pot fi
convenite intre Autoritatile Competente de Securntate ale Partilor.

"\t,ﬁ‘ff,;r _;“_ér furniza, la cerere, lnformagl
referitoare la standardele, procedurile™si practicile nationale de securitate
pentru protectia Informatiilor Clasificate. In acest sens, Autorititile

Competente de Securitate pot efectua vizite reciproce.

Dacid este necesar, Autoritdtile Competente de Securitate pot incheia
aranjamente de securitate pe aspecte tehnice specifice privind
implementarea prezentului Acord.

Dupé caz, Autoritafile Competente de Securitate se vor informa reciproc
asupra riscurilor specifice de securitate care pot periclita Informatiile §
Clasificate transmise.

La cerere, Autoritatile Competente de Securitate ale Partilor, respectind
legislatiile statelor acestora, isi vor acorda asistenta reciprocd in procedura
de eliberare a Certificatelor de Securitate a Personalului si a Certificatelor
de Securitate Industriald pentru proprii cetdteni care locuiesc pe teritoriul
statului celeilalte Parti sau pentru obiectivele industriale amplasate pe
teritoriul statului celeilalte Parti.

Autorititile Competente de Securitate se vor informa reciproc asupra
orxcaror modificari pr1v1nd Cemﬁcatele de Securitate a Personalului si

prezentu]ul Acord




iﬁ)

n

1)

2)

3)

P’4)

Partile i1 vor recunoagte reciproc Certificatele de Securitate a Personalului
si Certificatele de Securitate Industriala emise pentru cetitenii si persoanele
juridice din statele Partilor, in conformitate cu legislatiile lor nationale, in
ceea ce priveste accesul la Informatiile Clasificate schimbate in baza
prezentului Acord.

Serviciile de securitate, de informatii $i de politie din statele Péartilor pot
coopera s§i schimba direct informatii operative si/sau de securitate in
conformitate cu legislatiile nationale.

Pirtile vor lua toate masurile\ {Gtespunzitoare; in conformitate cu legislatiile
lor nationale, pentru a stablh\(f:\ii(%”mstantele in care existd certitudinea
Compromiterii sau motive temeiiice de a suspecta Compromiterea

Informatiilor Clasificate.

In cazul unei Compromiteri ce implicd Informatii Clasificate emise si|
primite de la cealaltd Parte, Autoritatea Competenta de Securitate din statul
in care s-a produs Compromiterea va informa imediat Autoritatea
Competentd de Securitate a Partii Emitente si va asigura implementarea
masurilor corespunzitoare, in conformitate cu legislatia nationald. Daca va
fi necesar, Partile vor coopera pe parcursul procedurilor de mai sus.

In situatia in care Compromiterea are loc pe teritoriul unui stat tert,
Autoritatea Competentd de Securitate a Partii care a transmis informatiile va
actiona conform alin. (2) al prezentului articol.

Autoritatea Competentd de Securitate a Partii Primitoare va informa in scris
Autoritatea Competentd de Securitate a Partii Emitente cu privire la
circumstantele producerii Compromiterii, intinderea prejudiciului, misurile
adoptate pentru diminuarea prejudiciului si rezultatul investigatiei la care s- |
a facut referire in alin.(2) al prezentului articol. Notificarea respectivad
trebuie s cuprindd suficiente detalii pentru ca Partea Emitentd s3 poati
evalua pe deplin consecintele.




ARTICOLUL 15
INTERPRETARE SI DIFERENDE

ice diferend intre Pérti privind interpretarea sau implementarea prezentului
\cord se va solutiona numai prin consultéri intre Parti.

ARTICOLUL 16
CHELTUIELI

SN v
“1) Prezentul Acord se incheie pe o perio%dﬁ’ne/deteminaté de timp. Acesta este
supus ratificérii in conformitate cu procedurile legale nationale ale Partilor
si intrd in vigoare in prima zi a celei de-a doua luni de la data primirii, pe
canale diplomatice, a ultimei notificari intre Parti, prin care se informeazd
de faptul ca au fost indeplinite cerintele necesare pentru intrarea in vigoare a §
prezentului Acord.
{2) Prezentul Acord poate fi amendat pe baza consimtaméntului reciproc, scris,
al Partilor. Modificarile respective vor intra in vigoare in conformitate cu
alin.(1) al prezentului articol.

[§3) Fiecare Parte are dreptul si denunte oricand, in scris, prezentul Acord. In
§  acest caz, valabilitatea acestuia expird dupd sase (6) luni de la data la care
notificarea de denuntare a fost primiti de cealalti Parte.

’4) Chiar si in situatia denuntdrii prezentului Acord, toate Informatiile
Clasificate transmise In baza acestuia vor continua sid fie protejate in
conformitate cu prevederile stipulate pana cand Partea Emitentd dispenseazi |
Partea Primitoare de aceasta obligatie.




§5) Partile se vor informa reciproc, cu promptitudine, cu privire la orice
modificiri survenite in legislatiile nationale care ar putea afecta protectia |
| Informatiilor Clasificate transmise in baza prezentului Acord. Intr-o
asemenea situatie, Partile se vor consulta in legiturd cu oportunitatea unor
posibile modificari ale prezentului Acord. Intre timp, Informatiile
Clasificate vor continua sa fie protejate aga cum s-a previzut in acest Acord
daca Partea Emitenta nu solicitd altfel, in scris.

o

6) La data intrarii in vigoare a prezentului Acord, Acordul intre Ministerul |
Apararii Nationale din Roménia si Ministerul Aparéarii din Republica Serbia
privind protectia informatiilor clagificate militare schimbate, semnat la
Bucuresti la 6 iunie 2013 si rad: la 27 iulie 2013 isi va inceta
valabilitatea. ; 3

Bemnat la Bucuresti, la 8 februari \ 019, ) 7
}imbile roménd, sirba si engleza, \gute, fiind egal autentice. In caz de

%,. . N N 4 o
flivergente de interpretare, textul in limba englézaprevaleazi.

Drept dovada, subsemnatii, pe deplin autorizati de guvernele lor proprii, am
$emnat prezentul Acord.

PENTRU PENTRU \
GUVERNI:E)T;&? GUVERNUL REPUBLICII SERBIA
{Prof.univ.dr. MARIUS PETRESCU dr.
Secretar de Stat Directorul Oficiului Consiliului
Directorul General pentru Securitate Nationala i
al Oficiului Registrului National al Protectia Informatiilor Clasificate

Informatiilor Secrete de Stat




THE GOVERNMENT OF ROMANIA

AND

THE GOVERNMENT OF THE REPUBLIC OF SERBIA

ON THE MUTUAL PROTECTION OF EXCHANGED

CLASSIFIED INFORMATION

km




PREAMBLE

The Government of Romania and the Government of the Republic of
Serbia (hereinafter: the Parties),

Realizing that good cooperation may require exchange of classified
information between the Parties, directly or through other legal entities of the
states of the Parties,

Desiring to establish a legal framework for the mutual protection of
exchanged classified information applicable to any future co-operation
agreements and contracts, which will be implemented between the Parties, or
between legal entities of the states of the-Rarties, containing or providing for
access to classified information,

have agreed as follows:

N

OBJECTIVE AND SCOPE

e

{ (1) The objective of this Agreement is to ensure the protection of Classified
Information that is exchanged or created in cooperation between the Parties or
between legal entities of the states of the Parties.

(2) This Agreement shall apply to any activity involving the exchange of
{ Classified Information, conducted or to be conducted between the Parties or
| between legal entities of the states of the Parties.

(3) This Agreement shall not affect the commitments of both Parties which stem
] from other international agreements with third parties and shall not be used
1 against the interests, security and territorial integrity of other states.

ARTICLE 2
DEFINITIONS

In this Agreement, the following definitions shall be used:

1a) Classified Information: Any information, document or material, regardless
of its form, to which a particular classification level has been assigned in
compliance with the legislations of the states of the Parties and which
demands protection from the unauthorized disclosure or any another form of
compromise;




b) Classification Level: A marking which, according to the legislation of the
state of the Party, determines certain restrictions of access to Classified
Information and measures of protection;

1 ¢) Originating Party: The Party, including any other legal entity of the state of
the Party, which creates and releases Classified Information to the other
Party;

d) Recipient Party: The Party, including any other legal entity of the state of
the Party, which receives Classified s prnatxon from the other Party;

Vi
| e) Classified Contract: A £
{ Information; ’

e

legislation of the state of the® 'b“sed ‘on the conducted security vetting
that is finalized with a posmve decision, which enables a person to be
granted access and permission to handle Classified Information;

| 2) Facility Security Certificate: A document issued in accordance with the
~ legislation of the state of the Party based on the conducted security vetting
that is finalized with a positive decision, which is to enable a legal entity to
carry out activities related to a Classified Contract;

{ h) Competent Security Authority: The institution listed in Article 3 of this
| Agreement, empowered with authority at national level which, in compliance
with the legislations of the states of the Parties, ensures the unitary
implementation of the protective measures for Classified Information;

Need-to-know principle: A principle by which access to Classified
Information may be granted to an individual only if it is necessary for the
performance of his/her official duties and tasks;

Compromise: Any form of misuse, contrary to the national legislation, which
results in damage or unauthorized access, alteration, disclosure or destruction
of Classified Information, as well as any other action or inaction, resulting in
loss of its confidentiality, integrity or availability.

|




ARTICLE 3
Competent Security Authorities

(1) The Competent Security Authorities responsible for the implementation of
this Agreement are:

For Romania:

Oficiul Registrului National al Informatiilor Secrete de Stat

For the Republic of Serbia:
Kancelarija Saveta za nacionalnu bezbe nest-t. évtitu tajnih podataka

CLASSIFIC\“‘ZI‘ION'LEVELS

1 (1) The equivalence of national classification levels is as follows:

For Romania ] For the Republic of Serbia
STRICT SECRET DE IMPORTANTA
DEOSEBITA JPXABHA TAJHA
STRICT SECRET CTPOI'O ITOBEPJLMIBO
SECRET ITOBEPJMBO
SECRET DE SERVICIU HHTEPHO

(2) The Originating Party shall without delay notify the Recipient Party of any
changes to the Classification Level of released Classified Information.

| (3)The Originating Party shall inform the Recipient Party of additional
‘ conditions of release or limitations on the use of released Classified
Information.

(4) The Recipient Party shall ensure that Classified Information is marked with
] anequivalent national Classification Level in accordance with Paragraph 1 of

this Article.

1(5) The Parties shall notify each other of any changes to national Classification
Levels.




ARTICLE 5
PROTECTION OF CLASSIFIED INFORMATION

(1) The Recipient Party shall provide to all received Classified Information the |
same protection as it is provided for the national Classified Information with
the equivalent Classification Level, according to Article 4 of this Agreement.

(2) The provisions in this Agreement shall not be construed in such a way as to
cause prejudice to the national legislations of the Parties regarding access to
documents of public interest ot @es's_ﬁ" to information of public character, the
protection of personal data or 7 ; /Potec’ttonﬂf« Classxﬁed Information.

| (3)Each Party shall ensure thai &ppr

protection of Classified Infggaiatios

communication and informati \x's\sy;s,.tb sx:; fuch measures shall ensure the
confidentiality, integrity, availability=ard, where applicable, non-repudiation
and authenticity of Classified Information, as well as an appropriate level of
accountability and traceability of actions in relation to that information.

ARTICLE 6
DISCLOSURE AND USE OF CLASSIFIED INFORMATION

(1)Each Party shall ensure that Classified Information provided or exchanged
under this Agreement is not:
a) downgraded or declassified without the prior written consent or at the
request of the Originating Party;
b) used for purposes other than it was provided for;
c) disclosed to any third state, international organisation, individual or legal
entity without the prior written consent of the Originating Party.

| (2)If any other agreement concluded between the Parties contains stricter rules
regarding the exchange or protection of Classified Information, these
regulations shall apply.
ARTICLE 7
ACCESS TO CLASSIFIED INFORMATION

K1) Access to information classified SECRET/TIOBEPJPUBO and above and/or
Yo locations and facilities where activities involving such information are
fperformed is allowed, with the observance of the Need-to-know principle, only to
i ndlvxduals authorised and havmg a Personnel Security Cemﬁcate valid for the
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(2)Access to information classified SECRET DE SERVICIU/MHTEPHO shall
be limited to those persons who have Need-to-know and provided they meet
the requirements for access to such Classified Information according to the
national legislations of the Parties.

] (3)Each Party shall ensure that all individuals granted access to Classified
1 Information are informed of their responsibilities to protect such information
in accordance with the appropriate security regulations.

A’{ION

/‘flformanon shall be marked

] (DALl translations and reproductiong’ef Classifi
' n Leve] and shall be protected as

with the appropriate national Clamﬁc‘k
the original Classified Information. =~

§ (2) All translations and reproductions of Classified Information shall be made by
persons having appropriate Personnel Security Certificates.

| (3)All translations of Classified Information shall contain a suitable annotation
1 in the language of translation, indicating that they contain Classified
Information of the Originating Party.

(4)Classified Information marked STRICT SECRET DE IMPORTANTA
| DEOSEBITA/JPXXABHA TAJHA shall be translated or reproduced only
upon the prior written permission of the Originating Party.

1 (5)All reproductions and translations of Classified Information shall be placed
under the same protective measures as the original information. The number
of copies shall be limited to that required for official purposes.

ARTICLE 9
DESTRUCTION OF CLASSIFIED INFORMATION

(1) Classified Information shall be destroyed in accordance with the national
| legislation of the Recipient Party, in such a manner as to eliminate its
1 reconstruction in part or in whole.




(2) Classified Information shall be destroyed only with the prior written consent
] of or at the request of the Originating Party.

1 (3) STRICT SECRET DE IMPORTANTA DEOSEBITA/JIPXKABHA TAJHA
1 information shall not be destroyed. It shall be returned to the Originating Party
| after it is no longer considered necessary by the Recipient Party.

1 (4) The Recipient Party shall inform in writing the Originating Party of the
] destruction of Classified Information.

{ (5) In case of a situation that makes it 1mposmble to protect and return Classified
Informatlon created or released acc n i thls Agreement the Cla351ﬁed

] destruction of the Classified Informag on
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TRANSFER OF CLASSIFIED INFORMATION

1 (1) Classified Information shall be transferred by diplomatic channels, military
courier or other means agreed on by the Competent Security Authorities in
accordance with the national legislation of the Party initiating the transfer.
The Recipient Party shall acknowledge in writing the receipt of the Classified
Information.

E (2)Classified Information shall be transferred electronically in encrypted form,
by using the cryptographic methods and devices mutually accepted by the

Competent Security Authorities in accordance with the national legislations
of the Parties.

(3) If a large consignment containing Classified Information is to be
transmitted the Competent Security Authorities shall agree upon the means of
transportation, the route and security measures for each such case.




ARTICLE 11
VISITS

(1) Visits entailing access to Classified Information on the territory of the
state of the host Party are subject to prior written authorisation given by the
Competent Security Authority of the host Party, according to its national
legislation.

1 (2)A request for a visit shall be submitted to the Competent Security Authority

of the host Party and shall include the following data that shall be used for the
purpose of the visit only:

a) the visitor's name, date an/gta & of birth, citizenship and identification
card/passport number; /.

b) the visitor's position, \ﬁfﬁh— specification;of the employer that the visitor
represents;

¢) specification of the project e visitor is participating;

d) confirmation of the visitor’s Personnel Security Certificate, its validity
and the Classification Level of the information up to which it may
grant access,;

e) the name, address, phone/fax number, e-mail and point of contact of
the facility to be visited;

f) the purpose of the visit, including the highest Classification Level of
Classified Information involved;

g) the date and duration of the visit. For recurring visits, the total period
covered by the visits shall be stated;

h) other data, if agreed upon by the Competent Security Authorities;

i) date and signature of the sending Competent Security Authority.




% (3) A request for a visit shall be submitted at least 20 days prior to the visit unless
otherwise mutually approved by the Competent Security Authorities.

] (4) The Competent Security Authority of the Party receiving the request for visit
1 shall inform, in due time, the Competent Security Authority of the requesting
Party about the decision.

| (5)Once the visit has been approved, the Competent Security Authority of the

host Party shall provide a copy of the request for visit to the security officer
of the facility to be visited.

host Party.

1 (7) The Competent Security Auth &163 m, agt?:e
1 recurring visits. The list shall b :}aj jd for-an initial period not exceeding 12
months and may be extended fo :ﬁrifurfhe p‘émod of time not exceeding 12
months. A request for recurring visits-shalFbe submitted in accordance with
Paragraph 3 of this Article. Once the list has been approved, visits may be
arranged directly between the facilities involved.

1 (8)The Parties shall guarantee the protection of personal data of the visitors
‘ according to their national legislations.

ARTICLE 12
CLASSIFIED CONTRACTS

1 (1) In the event that a Party or a legal entity of its state intends to conclude a
|} Classified Contract to be performed within the territory of the state of the other
{ Party, then the Party on whose territory the performance is taking place will
1 assume responsibility for the protection of Classified Information related to the
] contract in accordance with the legislation of its state and the provisions of this
| Agreement.

1 (2) On request, the Competent Security Authorities shall confirm whether the
| proposed contractors as well as the individuals participating in pre-contractual
| negotiations or in the performance of Classified Contracts have been issued
1 appropriate Facility Security Certificates and Personnel Security Certificates,
1 before accessing Classified Information of the Originating Party.




1(3) Every Classified Contract concluded between contractors, under the

1 provisions of this Agreement, shall include an appropriate security annex

1 identifying at least the following aspects:

1 a) alisting of Classified Information related to the Classified Contract and its
Classification Levels;

b) procedure for the communication of changes in the Classification Levels of
the exchanged information;

c¢) communication channels and means for electromagnetic transmission;

d) procedure for the transportation of Classified Information;

) an obligation to notify any actual or.suspected Compromise.

1 (4) A copy of the security annex/ yClass;ﬁed Contract shall be forwarded to
] the Competent Security Authorfify/:¢ Party. on whose territory the Classified
Contract is to be performed, in‘g\ den to allow adequate security supervision and
control.

o
| (5) Classified Contracts entailing access to SECRET DE SERVICIU/MHTEPHO
| information shall contain an appropriate clause identifying the minimum
| measures to be implemented for the protection of such Classified Information.

H (6) Any sub-contractor must fulfill the same security obligations as the
{ contractor.

(7) The Competent Security Authorities may agree on mutual visits in order to
{ analyze the efficiency of the measures adopted by a contractor or a sub-
{ contractor for the protection of Classified Information involved in a Classified
| Contract.

1 (8) The Parties shall ensure protection of copyrights, industrial property rights -
{including patents, trade secrets and any other rights connected with the
] Classified Information exchanged between their states, according to the national
{ legislations.

1 (9) Further detailed procedures related to Classified Contracts may be agreed
{ upon between the Competent Security Authorities of the Parties.
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ARTICLE 13
SECURITY COOPERATION

J(DIn order to achieve and maintain comparable standards of security, the
Competent Security Authorities shall, on request, provide each other with
information about their national security standards, procedures and practices
for the protection of Classified Informatlon To this end, the Competent
Security Authorities may conduct mutyal.

this Agreement.

(3)The Competent Security Authon‘ - shall ﬂform each other of specific
security risks that may endanger re eased Classified Information, as
applicable.

{ (4)On request, the Competent Security Authorities of the Parties, taking into
account the national legislations of their states, shall assist each other in the
procedure of granting the Personnel Security Certificates and the Facility
Security Certificates of their nationals living or facilities located on the
territory of the state of the other Party.

1 (5)The Competent Security Authorities shall inform each other about any
| modifications regarding the Personnel Security Certificates and Facility
Security Certificates, which are connected to the cooperation under this
Agreement.

1 (6) The Parties shall mutually recognise their respective Personnel and Facility
Security Certificates, issued for the citizens and legal entities of their states,
in accordance with their national legislations, as regards the access to
Classified Information exchanged under this Agreement.

1 (7) The security, intelligence and police services of the states of the Parties may
1  cooperate and directly exchange operative and/or intelligence information in
accordance with the national legislations.




ARTICLE 14
COMPROMISE OF CLASSIFIED INFORMATION

(1)The Parties shall take all appropriate measures, in accordance with their
national legislations, to determine the circumstances where it is known or
where there are reasonable grounds for suspecting that Classified Information
has been compromised.

(2)In case of a Compromise involving Classified Information originated by and
received from the other Party, the Competent Security Authority in whose
state the Compromise occurred i ['H.Qrm the Competent Security
Authority of the Originating o as ._'cmjgas possible and ensure  the
implementation of appropriat s i
legislation. If required the Paréi
proceedings.

: R L i

1 (3)In case the Compromise occurs on thé.{etritory of a third state the Competent
: Security Authority of the dispatching Party shall take the actions as of
paragraph 2 of this Article.

{ (4) The Competent Security Authority of the Recipient Party shall inform the
: Competent Security Authority of the Originating Party in writing about the
circumstances of the Compromise, the extent of the damage, the measures
taken for its mitigation and the outcome of the proceedings referred to in
Paragraph 2 of this Article. Such notification shall contain enough details so
that the Originating Party may fully assess the consequences.

ARTICLE 15
INTERPRETATION AND DISPUTES

| Any dispute between Parties relating to interpretation or application of this
| Agreement shall be settled only through consultation between the Parties.

ARTICLE 16
EXPENSES

Each Party shall bear its own expenses incurred in the course of implementation
Jof this Agreement.

|




ARTICLE 17
FINAL PROVISIONS

(1)This Agreement is concluded for an indefinite period of time. It is subject to
ratification in accordance with the national legal procedures of the Parties and
shall enter into force on the first day of the second month following the date
of the last notification between the Parties, through diplomatic channels, that
the necessary requirements for this Agreement to enter into force have been
met.

(2)This Agreement may be amended with the mutual written consent of both

Parties. Such amendments shall enter into force in accordance with Paragraph
1 of this Article.

§ (4)Notwithstanding the termination of# 'isfi ,_gremnent.’all Classified Information
| released under this Agreement sha‘l{\epn nii¢:to-be protected in accordance
with the provisions set out herein untit-fhé- @/1gmatmg Party dispenses the
Recipient Party from this obligation.

} (5)The Parties shall promptly notify each other of any changes to the national
1 legislations that affect the protection of Classified Information released under
this Agreement. In the event of such changes, the Parties shall consult to
consider possible changes to this Agreement. In the meantime, the Classified
Information shall continue to be protected as provided herein, unless
otherwise requested by the Originating Party in writing.

(6)Upon the entry into force of this Agreement, the Agreement between the
Ministry of National Defence of Romania and the Ministry of Defence of the
Republic of Serbia on the Protection of Exchanged Classified Defence
Information signed in Bucharest on 6 June 2013 and in Belgrade on 27 July
2013 shall terminate.




Done in Bucharest on 8" of February 2017, in two originals, each in the
Romanian, Serbian and English languages, all texts being equally authentic. In
case of divergences of interpretation, the English text shall prevail.

respective Governments, have signed this Agreement.

ON BEHALF OF ON BEHALF OF
THE GOVERNMENT OF THE GOVERNMENT OF THE
ROMANIA
MARIUS PETRESCU, PhD
Secretary of State s
Director General ,Office of the National Security
National Registry Office Council #nd Classified Information

for Classified Information ) wand Protection

In witness of which, the undersigned, duly authorised to this effect by their |




CIIOPA3YM

BJIAJAE PEITYBJUKE CPBHAJE

O Y3AJAMHOJ 3ALITHTH

PASMEBLEHUX TAJHUX ITIOAATAKA




IIpeamOyaa

Bnana Pymynuje u Bnana Penybmuke Cpbuje (y mamem rtekcry: Crpane),
{ yeubhajyhu na no6pa capaima MOXE 3aXT€BaTd pa3sMeHy TajHHX rojartaka u3mehy
§ CTpana, HemocpeJHO WITH NTPEKO NpaBHUX nuia apxasa CtpaHa,

L y XKeJbH Ja YTBpJe NpaBHH OKBHp 3a y3ajaMHy 3aIUTHTY TajHHX IOjaTaka
{ xoju he BaxxuTy 3a cBe Oynyhe copasyMe M yrosope O capaiH KOjH Caapike HIIH
| mpensubajy npuctyn Tajuum nogauuma u koju he 6ute npumersen uamehy Crpana
i m3meljy npaBHHX nuna Apxasa CTpaHa.

1 cnopasymerte cy ce cnenehe:

n e
émef “HifiTHTY/ TajHAX TofaTaka KojH ce
M H3Mely NpaBHUX JHIA JApKaBa

] (1) lus oBor cnopazyma je na o6 ‘
{ pa3smeHe miH cTBOpE Y capamby usMehy
] Ctpana.

1(2) Omaj cnopasyM ce npuMemyje Ha CBaKy aKTMBHOCT KOja YKJby4Yyje pasMeHY
{ Tajaux mopartaka koja ce ofasmba WM he OHTH obaBibena usmehy Crpana unm
1 m3mehy npasHux nuua gpxasa CtpaHa.

(3) OBaj cmopazyM He yTHue Ha ofaBese CrpaHa koje mpousiase H3 IPYTHX
| Mehynaponsux criopasyma ca TpehuM cTpaHaMa H He KOPHCTH C€ IIPOTHB HHTEPECa,
§ 6e36eqHOCTH ¥ TEPUTOPHjATHOT HHTEIPHTETA IPYTHX JpKaBa.

Ynan 2.
Jebunnumje

1V oBoM cniopazymy, xopucre ce crnefiehie nehuHHIHje:

{ a) Tajun mogamm jecy CBM NONAlM, JOKYMEHTH WAM MmarepHjan, 6e3 o63upa Ha

{ mUX0B OONMHK, KOjUMa je mozesbeH onpeheHH CTeNeH TajHOCTH Yy CKIagy ca

{ 3axonozascTBoM Apxasa CTpaHa M KOju 3axTeBajy 3aIUTHTY of HeosnamheHor
OTKpHBama WM HEKOr Apyror o0/IHKa yTpoKapama,




1b) cTenen TajHOCTH jecTe O3HAaKa Koja, IpeMa 3aKOHOXABCTBY apkase CrpaHe,
Jonpehyje Hexa orpaHMYera y MNoTniedy HNPUCTYNa TajHAM NONAHMa M Mepa
| samTHTe;

€) cTpaHa JaBafian jecTe cTpaHa, yKkibydyjyhu 6HI0 Koje Opyro mpaBHO JHUe
| npxase CrpaHe Koja cTBapa TajHe NOAAaTKE M ycTyna X Apyroj CrpaHu;

]d) erpana npumanan jecre cTpana, ykibydyjyhun OuIO koje Apyro mpaBHO JHIE
| npxase CrpaHe Koja IpHMa TajHe nonatke ox apyre Ctpane;

€) yroBop ¢ TajHUM NOJANMMA jECTE YIOBOD KOjH CalpKH WM YKJbY4Yyje TajHe
| nonarke;

f) 6e30eanocun cepTHHHKAT 3a QHIHYILS ;mua jec‘i‘e noxymem H3[aT y CIIagy
§ ca 3aKOHOAABCTBOM papxase CTpaHe Ha Qmény@ﬁﬁpoaenene 6e3benHOCHE TIpOBEpPE
J OKOHYaHe NO3UTHBHOM OIJIYKOM KOja onwwha FTEY.
{ ¥ pyKOBaE:€ TajHUM NOAAIMMa;

{¢) GesbennocHu cepTHHKAT 32 NpaBHa JHDAJECTE NOKYMEHT H3ar y CKJany ca
¥saxkoHonascTBoM npxabe CTpaHe Ha OCHOBY cnpoBeleHe Ge3bemsocHe nposepe
§ OKOHYaHEe MO3UTHBHOM OIUTYKOM Koja TpeOa fa oMoryhs npaBHOM JHIYY Ja H3BpOIH
1 aKTHBHOCTH Y BE3H Ca YTOBOPOM C TajHHM IOAALHMa;

h) magnexuu 0Ge30¢HOCHH OpraHM Cy OpraHM HaBeJeHHM Yy wWiaHy 3. OBOT
{cnopasyma, oBnaitheHM Ha HAallHOHANTHOM HHMBOY Jia Y CKNamy Ca 3aKOHOJaBCTBOM
lnpxasa Crpana, o6e3behyje jemMHCTBeHY NpHMeEHY Mepa 3a 3aIUTHTY TajHHX
{nofaTaka;

}i ) npusuMn ,,noTpebHO je aa 3HA“ jecTe NPHHUHMN IO KOMe ONPEelEHOM JHILY
§Moxe OuTH onoOpeH TMPHCTYN TaJHHM MOAALIMMa, CaMO aKo je To moTpebHO 3a
jofaBbame HEroBUX CITYKOSHUX MY)KHOCTH HIIM 33/aTaKa;

1j) xoMnpomHTOBambe jecTe cBakH 00nMK 3n0ynoTpebe, CynpoTaH HaUHOHATHOM
|3aKOHOMABCTBY, KOjH 3a IIOCHENMIly MMa INTETY HJIM HeoBnamheHW IpHCTYT,
JusMeHy, OTKpHBam€ MJIH YHHIITaBakhe TajHAX II0JIaTaKka, Kao M CBaKo JAPYro
NoCTyHame HIM HENOCTyName Koje 3a MOCHENHLY MMa ryGUTaK NOBEpIHHBOCTH,
JuHTErpHTeTa KM Paco0XHBOCTH;




Ynan 3. i

Hapaexnn 6e36eaHocHH opranu
{ (1) Hagnexxau Ge30eIHOCHY OPraHy OArOBOPHH 33 IPUMEHY OBOT CTIOpa3yMa Cy: i
| 3a PymyHujy: i

] Oficiul Registrului National al Informatiilor Secrete de Stat.

| 3a PenyGnnxy CpOujy:
} Kanuenapuja Casera 3a Haumonanny O0e3bexHocT M 3alITHTY TajHHX
nojaTaKa.

| (2) Crpasne ce y3ajaMHO obaBemTaBajy gigﬁamxgm IIyTEM O CBaKoj IPOMEHH Y
1 Be3su ca HaiexuM 6e36e THOCHHM OPDARY

Crene
(1) EXBHBaNEHTHOCT HAllMOHAIIHKX CTeNeHa 1 je cnencha
3a Pymynujy 3a Peny6iuxy Cpoujy
STRICT SECRET DE IMPORTANTA JPXKABHA TAJHA
DEOSEBITA
STRICT SECRET CTPOI'O ITOBEPJBMBO
SECRET ITOBEPJBHBO
SECRET DE SERVICIU HMHTEPHO

1 (2) Ctpana paBanau obasewraBa, 6e3 omrarama, CTpaHy npemaona 0 CBHM
IpoMeHaMa CTereHa TaJHOCTH YCTYIUbeHNX TajHUX [1ofaTaxa.

¥ (3) Crpana nasanan ob6asemtasa CTpaHy NpHMaoLia O CBHM JOIAaTHHM YCIOBHMA
yCTynamka WIH OpraHduehuMa yoTpebe YCTYNIbEHHX TajHHX I0AaTaKa.

{(4) Crpana mnpumanan, ofe3behyje na Tajum mnogauu Oyay O3HA4EHW
1 eXBHBAJICHTHHM HAUMOHA/IHUM CTENEHOM TajHOCTH Y CKJIaXxy ca craBoM 1. osor |
YlaHa.




1 (5) Crpane ce y3ajamMHo obasemrarajy 0 CBUM IIPOMEHaMa y BE3H Ca HAUMOHATHUM
CTENEHAMA TajHOCTH.

Ynan 5.
3amITHTA TAjHUX MOAATAKA

(1) Ctpana npumanau npya CBHM NPHMJ/bEHMM MOJAllHMa MCTY 3alITHTY Kao
HallHOHATHHAM TaJHHM NOJalldMa €KBUBAJIEHTHOT CTENeHa TaJHOCTH, Y CKamy ca
qIaHOM 4. OBOT criopasyma.

(2) Onpenbe oBor cmnopasyma, Hehe ce TyMaYuTH Tako Ha JOBOJE Y IHTAmE
HAIMOHANMHO 3aKoHonaecTBo CtpaHa y BE3H Ca NPHCTYNIOM NOKYMEHTHMa Of

_)aBHOI‘ suaqaja JiRH 41 HpHCTYIIOM noganvy “’J HD -Rapalc'repa 3AI0TUTOM JIHYIHAX
£y

HH(pOPMALHOHUM cHCTeMHMA. Te MepeNit: ¢t '3‘ ; v(')BCpJ'bPIBOC’I‘ MHTErpHUTET H
PAcIIONOXHBOCT H, MO IIOTpe6H, HENOPEH#BOCT M ayTEHTHYHOCT TajHMX
nojaraka, Kao M oArosapajyhiu creneH oNrOBOPHOCTH H HOKA3UBOCTH Palibé y
BE3H C THM NOJalMMa.

Yaan 6.
OTtkpuBame 4 KopHmlierbe TajHUX NogaTaKa

$(1) Ceaka Ctpana ofe3Gelyje na TajHM NONaUM KOjU Ce MOCTAaBE MM pa3MEHe
] npema oBoM criopa3ymy Oyny saurruhieHu ox:

a)  CHHXewa WIH CKHJama CTeNEeHa TajHOCTH 6e3 NPEeTXOJHOr MHCMEHOT
onoOpema WK Ha 3axTeB CTpaHe HaBaola;

b)  xopuwhemwa y Ipyre cBpxe, OCHM Y OHE 3a KOj€ Cy JOCTaBJhEHH;
¢)  oTkpusama Ouno xojoj Tpehoj npxaBu, MeyHapOIHOj OpraHu3auMjH,

THUY WIH IOPaBHOM JIHILYy 6€3 NpeTXoMHOr mucMeHor onobpema Crpane
JaBaoua;




1(2) Ykomuko 6uno xoju IpyrH cnopasym Koju ce 3ak/pyun usmely CtpaHa canpxu
] cCrpoka DOpaBWia Yy BE3H ca pa3MEHOM HIH 3alTHTOM TajHUX IOJaTKa,
ApHMEEY]Y CE Ta IpaBHia.

Yaan 7.
Hpucryn Tajaum noaamuma

1 (1) Tlpuctyn nmopaupMa crtenesa SECRET / IIOBEPJBUBO u Bumem u/mim
nokanujamMa H o6jeKTHMa y KOjHMa ce M3BOJE aKTHBHOCTH KOje YKIbydYjy Te
nojartke, KO3BOJbEH je, Y3 MOINTOBamkE NPHHIHANA ,,HOTpeOHO je ma 3Ha“, camo
JunMMa Koja cy opnaurhieHa U uMajy cepTuukar o 6e36eIHOCHO] TpoBepH HIa
KOjH BaXKM 32 CTeleH TajHOCTH [ojaTaka 3a xoje Ce 3aXTeBa MPUCTYTL.

i onauama y cx.nany ca
HaIMOHAIHHM BaKOHOIIaBCTBOM Crpana.y

12".Ce~0N00pH MPHCTYI TajHUM
nopapMa Oyny obasemTeHa o0 CBOjO] OATOBOPHOCTH Jia 3alITUTE T€ MOAATKE Y
cknanxy ca oaroBapajyhuMm 6e3beaHocHIM nponucuMa.

{ (3)Ceaka Crtpana obesbehyje na csa nmmua ijmga

Ynan 8.
IlpeBoa H ymMHOXKaBathe TAjHHX NOAATAKA

} (1) CBu npeBomM W YMHOXEHH NpPHMEPUM TajHHX MOJATaKa O3HA4asajy ce
| omrosapajyhmm HamMoBHamHUM cTeNeHOM TajHocTH H 3amTuhyjy Kao
OpHI'MHAIIHY TajHH ITOJAIH.

1 (2) CBe mpeBode U yMHOXeHe NpHMEpKE TajHHX NojaTaka u3palyjy nuua koja
HMajy oxrosapajyhe cepTHHKaTe 0 6¢30€JHOCHO] NPOBEPH DH3NIKUX JIMIA.

{ (3) Ceu mpeBoHM TajHUX NoJaTaKa HMajy NPUKIAAHY HallOMEHY Ha JE€3HKY NpeBoja
{  Kojom ce yKasyje na canpxe Tajae nofatke CTpaHe naBaora.

1 (4) Tajan nomauu ossavenu STRICT SECRET DE IMPORTANTA DEOSEBITA /
JIPXKABHA TAJTHA npesofle ce #JIH YMHOXaBajy caMO Ha OCHOBY MPETXOJHOT
nucMeHor oxo6pewa CTpaHe faBsaolia.

1




1(5) Cru ymMHOXeEHH NpuMepuu ¥ TPEBOIM CTaB/bajy Ce MOJ MCTE 3alITHTHE Mepe
Kao OpUTHHAIHY NMoJauH. YMHOXEHH IPUMEPIH ce orpaHuuarajy Ha 6poj Koju
ce 3axTeBa y CiTyxOeHe CBpXe.

Yaan 9.
YuuumTaBpame TAjHHX NOAATAKA

{(1) Tajum nmomauy ce yHWUITaBajy y cknaxy ca HALMOHAIHHM 3aKOHONABCTBOM
] Crpane nprMaolia Ha HA4YMH KOjH OHeMoryhaBa BHXOBY HNENTHMHYHY HJIH IOTIYHY

1 peKOHCTPYKIH}Y.

1(2) Tajuu nomal ce yHHIITaBajy camo Y3 MPETXOLHO MHCMEHO onobperme CTpaHe
1 naBaona WM Ha HeH 3aXTeB. .

1 TajHUX TIOKATAKA.

{(5) V cnysajy curyausje koja oHeMoryhasa 3awTuty ¥ Bpahame TajHUX NMORATKa
§ x0jH Cy CTBOPEHH HJIH YCTYIULEHH NIPEMa OBOM CIIOPa3yMy, TajHH MOJALH Ce 0aMax
1 yaumrasajy. Crpasa npumanan —ofapemTaBa OGnaroBpeMeHO — HaJIeXHH
] 6e36eaHOCHN OpraH 0 YHUINTAaBalby TajHUX II0fIaTaKa.

Ynan 10.
IIpenoc Tajunx nogaraka

1(1) Tajuu nojauy ce npeHoce IHILIOMATCKHM IYTEM, BOJHHM KYPHPOM HITH JPYTHM
CpPENCTBAMa Koja JOroBope HamIexkHH O0e30eIHOCHH opraHu y cKIany ¢
HalMOHATHHUM  3akoHonaBcTBOM CrpaHe koja nokpehe mpenoc. Crpana
npuMaial MicMeHo NoTBphyje Npyjem TajHUX foaaraka.

1(2) Tajum nojauy ce NpeHOCEe eNEKTPOHCKM Y KPHITOBAHOM 00MHKY, KoprIIhemeM
{ kpunrorpagckMx MeToZa M CpeAcTaBa Koje Cy OOOCTpaHO NPUXBATHIM
HaptexxHu 6e30eHOCHM OpraHd y CKJIally ca HallMOHATHHM 3aKOHOZABCTBOM
obe Crpane.
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1(3) Yxomuko Tpeba npenetH Behy NONMIBKY KOja CaipkKH TajHE IOHAATKE,
HamnexHH 6e30eHOCHN OpraHd ce 10roBapajy o MpPeBO3HOM CPEACTBY, TYTHOM
mpaBLy H MepaMa 6e30eTHOCTH 3a CBaK¥ Takas CHy4aj OjeqHHaYHo.

Ynan 11.
Hocere

(DIlocere koje 3axTeBajy NPHCTYN TajHAM NOJallUMa HAa TEPUTOPHjH IpxKaBe
§ Crpane nomahivHa nomiexy NpPETXOAHOM INHCMEHOM OxoOpemy HalUlekHOr
6e3b6engnocHOr oprana Crpane nomahnHa, y CKJagy ca HEHHMM HAHOHATHHM
3aKOHOAABCTBOM.

1(2) 3axTen 3a mocere ce MOAHOCH

nomahuna u caapxu cneaehe no
TE 10CeTe:

6poj TyTHE UCIpaBe/JIMYHE KapTe; ~

b) ¢yHKIMja noceTHON], Y3 AETalbaH OIHMC II0CI0AABIa Kora IIpeACTaBba;

) ZIeTajbaH OIHKC MpPOjeKTa y KOMe IOCETUNal YIecTByje;

d) motBpIoa o ceprudHkaty o 6e30€IHOCHO] NMPOBEPH IOCETHOLA, HETOBO
BaKeIbe ¥ CTEIEH TajHOCTH NOoJaTaKa JIo Kora ce ono0pasa NpHCTYII,

€) HasuB, azpeca, Opoj Teneona/dakca, HMEjI agpeca W JIHLE 3a KOHTAKT
Kof NpaBHOT Jidlia Koje hie 6utu nocehieno;

f) cBpxa mocere, ykby4yjyh, HajBHIIHY CTENEH TajHOCT IoJaTaka O KOjUMa
je pey;

g) JaTyM M Tpajame nocere; xof yemhux nocera, Tpeba HaBecTH yKynaH
nepuon oOyxBaheH THM [OCETaMa,;

h) nppyru nonaiy, npema NOroBopy HamlexxHUX 6e36eqHOCHUX OpraHa;

i) matyM u noTnHc HamiexHor 6e3beaHOCHOr Oprada MoIKIBAoKa.
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1 (3) 3axTeB 3a noceTy ce moxHOCH HajMame 20 naHa npe 06aBibama NOCETE, OCHM
‘ ako HajexxHu 6e30eIHOCHM opraHu He ofobpe npyravmje.

1(4) Hannexuu Ge3bequocHM opran CTpaHe KOjU NpUMa 3aXTeB 3a TIOCETY
|} Gnarospemeno ofaBeluTaBa o CBOjOj OMIYLM HamiexkHu Oe30eIHOCHH opral
Crpase nMoAHOCHOLA 3aXTEBA.

§(5)Kana ce nocera onobpu, HamnexHu Oe3bemHocHn opran Crpane pomahinna
JOCTaBJ/ba NPpHUMEPaK 3aXTeBa 3a MOCETY PYKOBaolly IpaBHOr JuLa Koje he GuTH
noceheHo.

1(6) Tlocernonu nocrynajy y cknagy ca 6e30€IHOCHHM NMpPOMMCHMAa H YIYTCTBHMMA
Crpane nomahuna. -

1(7) Haanexxnn Ge3bennocHu OpranH ¢
KOoju cy opinamhieHH Aa 06aBJLaJy
TIEpUON Of HajBHIE IBaHaeCT McReuu‘ -Me)xe 6m*n NponyXeH 3a NONAaTHH
MIEPUOA KOjH He Ipesasy JBaHaecT Mec TEB 34 getnhie HOCETE Ce MOAHOCH
y cxramy ca ctaBoM (3). Kaga ce cnuba@m@piﬁ JOTHUYHA NpaBHa JIKLA MOTY
HETIOCpEeHO OpraHu3oBaT MefjycoOHe nocere.

%‘(8) Crtpane rapaHTyjy 3allTHTY JM4YHHX IIOfaTaka y CKIagy ca CBOJHM
{  BaIMOHAHHM 3aKOHOHABCTBOM.

Ynau 12.
YroBopH ca TajHUM noJauuMa

(1) ¥V cayuajy na CrpaHa uid OpaBHH CyOjeKT Ha TEpHTOPHjH HBEroBe ApxKase
HamepaBsa Jia 3aKJbydH YTOBOD C TajHUM nojalyMa Koju he OHTH U3BpIIEH y OKBHPY
ltepuropnje mpxase apyre Crtpane, CTpaHa Ha 4HjO] TEpHTODHjH € OJBHja
JusBpmeme npeysuMa OmroBOpHOCT 3a 3AIITHTY TAjHMX MOJAaTaka y Be3HW ca
JyroBopom y cxiagmy ca 3aKOHOJNAaBCTBOM CBOje JApxase M onpenbama oBor
cnopasyma.
1(2) Ha 3axteB, Hagnexxan Ge3bexHocHn opranu noTephyjy na au cy oaropapajyhu
fcepraduxaTn 0 Oe3beMHOCHO] nNpoBepH MNpPaBHHX JHMLA@ W CEpTHOHKATH O
16e36eqH0CHO] MpoBepd (HU3MYKHX JHIA H3JATH IIPENIOKEHHM YroBapaiuMa H
jmnuMa Koja yYecTBYjy Y IPEroBopuMa 33 3aKJby4eHe YTOBOpa HIM Y H3BpIIEHY
fyrosopa ¢ TajHuM mofanuMa, Tpe HEro INTO MPHCTYNe TajHAM nopauuma CrpaHe
IaBaOLIa.




§(3) Cpaku yroBop ¢ TajHMM MNOJALHMA KOjU ce 3aK/byud n3Mely yrosapaua y
Jcknamy ca onmpenbGama oBOr cropasyma ykJbydyje onrosapajyhin GesGemHOCHH
{ npunor y xoMe he 6utH yTBphenu Hajmarme cneichu acekTH:

a) CIICAK TajHHMX NOJaTaka y BE3M ca YIOBOPOM C TajHHM NONANHMA U HHXOBH
CTEIeHU TajHOCTH;

b) mpouenypa N0CTaB/bakba NPOMEHa CTElIeHa TAJHOCTH pa3MEBeHNX NOAAaTaKa;

C) KaHaJIH KOMYHHKAlHje U CPeICTBa €NEeKTPOMAarHeTHOT MPeHOCa;

d) npouenypa TpaHCnopTa TajHUX N0JAaTaKa;

¢) obaBeza obaBelmITaBarka 0 CBAKOM CTBAPHOM UJIM MOryhieM KOMITPOMHTOBambY.

1 (4) Tlpumepak Ge3benHOCHOr NPHIOra y3 CBakH YroBOp C TajHMM MOAaNHMa
] nmpocnebhyje ce Hamnexnom 6e36eaHOoCHOM opraHy CTpaHe Ha 4HjOj TEPHTOPHIH
fie 6GUTH U3BPLICH YTOBOP C TAjHUM Nojammma, xaxp 61 .ce oMoryhino anexsartan
6e30eIHOCHM HAJ30D M KOHTpOIA. L

(5)YroBopu ¢ TajHMM IOJalMMa KOjH 3 m'eﬁajy npgxcryn nojanuma CreleHa
] SECRETDE SERVICIU/ MHTEPHO ¢ ;;ce om%apajyhy/ onpendy y ojoj ce

nojarka.
1 (6) Craxu nomyroBapau Mopa HCIIyHHTH HcTe Ge36eIHOCHE yCIIoBe Kao yroBapau.

1(7) Hagnexxun Ge3GeqHOCHH OpPraHH MOTY e JOTOBODHMTH O Y3ajaMHHM IOCETaMa,
Kako OW aHaJM3HpalnH [OENOTBOPHOCT Mepa KOje je IOHeo yropapad WIH
MOAyroBapad y IMJbY 3aLUITHTE TajHHX IojaTaka yK/BYYEHHX Y YTOBOP C TajHHM
nofanuMa.

1 (8) Crpane obe3delyjy 3aiTUTY ayTOpPCKHX NpaBa, IIpaBa WHIYCTPHjCKe CBOjHHE,
yKJby4dyjyhH naTeHTe, NOCIOBHE TajHE M CBa Jpyra npaBa y Be3H ca TajHHM
nojanMa Koju ce pasMmene H3Mely BHXOBHUX HpXKaBa Yy CKJIafy ca FHUXOBHM
HALMOHAIHUM 33aKOHOAABCTBOM.

1 (9) Hamnexxau GesbensocHu opramn CTpaHa MOTy ce JOTOBOPHTH O NOAaTHHM
{ nerasmHHM IpolieXypaMa y Be3H ¢a YTOBOPOM C TAJHAM NOJALUMA.
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besbeanocna capaama

1 (1) Kako 61 ocTBapiiy ¥ NpUMEHHIN CIMHHE CTanAapae 6e30eHOCTH, HalIeXKHH
§ Oe3bemHocHM opraHM, Ha 3aXTeB, JOCTaBbajy Mel)ycoOHO MoaaTKe O CBOjHM
HaUMOHAIHMM 6e30eIHOCHUM CTaHNapAnNMa, NpolieypaMa U IIPakcH y 3alllTHTH
TajHUX nojaraka. ¥ TOM LMJbY, HamnexHu 6e306eqHOCHM opraHu Mory o0aBuTH
y3ajaMHe IoceTe.

§(2) Y cuywajy norpebe, HamnexHu O0e36€HHOCHH OpraHd MOTY 3aKJbY4HTH
O6e3bemHOCHE aparmXMaHe O IOCEOHMM TEXHHYKMM AacleKTHMa Yy BE3H ca
MPUMEHOM OBOT CMIOpa3yMa.

1(3) Hapnexxxu OesbenHocHH opraHy ce, NipeMa noTpebu, ysajamao obasemrasajy o
CBUM noceOHUM Oe36eNHOCHHM PH3HIUMa KOjH Mory Ia yrpo3e YCTYyTUbeHe
TajHe NojaTKe.

{(4) Ha 3axreB, Hagnexun 6e30emHOCHU
3aKOHOZABCTBO CBOJHX JpXKaBa, Ip
u3naBama cepTudukara o 6e36enHOLE oBepn 33 ¢QU3MYKa JHOA H
ceprudpuxara o 6e36eqHOCHO] IPOBEPH yaBHa" mm’a 3a CBOje ApXaBJbaHe
KojH GopaBe HNM 3a IpaBHA JIMIA Koja ce Hald3e Ha ‘f‘CpHTOpPIjH ApXaBe Apyre
Crpane.

CTpaHa, ysumajyhu y o63up
Mebycoﬁﬂy noMoli y HOCTynKy

1(5)Hannexuu 6e30eMHOCHH OpraHH ce y3ajaMHO ofaBelTaBajy O CBHM HM3MeHaMa
Koje ce TH4Yy cepTHoukara o O6e30eNHOCHO] NpPOBepH (QH3WYKHX JHIA U
cepruduKara o 6e30eqHOCHO] NpOBEpHM NpaBHMX M@ KOJU Cy Y Be3M ca
capajiibOM TpemMa OBOM CHOpasyMy.

§(6) Ctpane mehjycobHo mnpmsHajy cBoje ceprHQHKare o 6e30eXHOCHOj IpoBEpH
($H3UIKHX ¥ NPABHUX JHIA KOJH CY U3NATH AP)KaB/baHUMa M IPABHUM JIHIMMA Y
BUXOBHM JIpXKaBaMa Yy CKJIafy ca HBHXOBHM HAIlHOHANHHM 3aKOHOIABCTBOM Y
BE3Y Ca MPUCTYIIOM TAjHHMM TIOJALMMA KOjH Cy pasMEmeHH y CKIany Ca OBHM
CIOPa3yMOM.

1 (7) BesbemHocHO-00aBemTajHe M MNOJHLHUjcke ciayxOe napxkaBa CrpaHa Mory
| capaljuBaT M HenocpenHO pa3MEHHBATH OllepaTHBHE W/WIH oOaBelTajHe
MOAATKE Y CKJIAly Ca HAUMOHATHHM 3aKOHOAABCTBOM.
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Ynan 14.
Komnpomurosame TajHHX MoJATaAKA

{1(1)Crpane npemysmmajy cBe onroeapajyhe Mepe, y cxiagy ca CBOjUM
HaIMOHATHHM 3aKOHOIABCTBOM, Kako OM yTBpAWie OKONHOCTH Yy CAy4ajy [a je
MO3HATO HIIM CE€ OCHOBAHO CyMmba Jia Cy TajHH MOAALM KOMIIPOMHUTOBAHH.

1(2) Y cny4ajy xommpomuTOBama Koje yKJbydyje TajHE NOJATKe KOje je CTBOpHNa
unH npumuna apyra CrpaHa, Hajuie:kHH 6e30eIHOCHH OpraH Ha TEPHTOPHjH
ygje Ap)KaBe Ce AOTOAMIIO KOMIIPOMHTOBame OOaBelITaBa 0 TOMe, IUTO je Ipe
Moryhe, Hamnexun OesbenHocHm opran CrpaHe pAaBaola W INpHEMeERYje
oxrosapajyhe Mepe y ckiany ca HallHOHATHMM 3aKOHOZaBCTBOM. Crtpade, 1o
notpedH, capalyjy TokOM HaBEACHOT MOCTYIIKA,

T —

epUTopuju tpehe napxase,
S 3l 4

T

WLa NpEefy3uMa paibe U3 CTaBa

HamexHn O6e3benHocHu oprad Crpane no
2. oBor wiaHa.

§(4) Hapnexnn Gesbennocun opran Crpané, TpHMapila -5_A"_rll,uémeﬂo obagemTaBa
! nmawrexmm 6esBenHocem  opran  Crpawe’. naﬁaoua 0  OKOJIHOCTHMA
KOMIIPOMHTOBAMa, OGMMY LITETE, MpETy3CTUM MepaMa 3a HEHO CMameme H
pe3ynTaTHMa [TOCTYTIKA KOj! CE IOMHIbY Y CTaBy 2. OBOT wiaHa. To obasemrresme
 Tpeba ma canpiu NOBOJBHO IIOjEAHHOCTH, Tako Aa CTpaHa npHManal MOXe

NOTIIYHO N4 ITPONEHH Hocneanne.

Ynan 15.
Tymayeme 1 cnOpoBH

Caaku cnop usMmehy CTpaHa y Be3u ca TyMademeM HIIH IPHMEHOM OBOT CIIopasyma
1 pemapa ce UCK/bYHMBO [TyTeM KoHCynTauuja usmehy Crpana.

Ynau 16.
TpomkoBu

Csaka CtpaHa CHOCH CBOj€ TPOILLUKOBE KOJH HacTaHy y MPHMEHH OBOT CIIopasyma.
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Yanan 17.
3aspurne oxpende

§ (1)OBaj cniopasym ce 3akjbydyje Ha HeoApeheHO BpeMe U HOexe NOTBphuBamy y
1  cxnamy ca npouesypama HalMOHANHOT 3aKoHoHapcTBa CTpaHa M CTYIIa Ha CHary
mpBor faHa cneneher Mecena mnocne gaTymMa mnocneamer obaBemTema
AOCTaBJLEHOT JHUIIOMATCKHUM IyTeM KojuM ce CrpaHe y3ajaMHO ofaBelnTaBajy
Jia Cy HCITYHeHH IOTPeGHY YCNOBM 3a CTYNAkhe Ha CHAry OBOT CHIOpasyMa.

(2) Usmene u nomyHe OBOI' cropa3yma BpIIe C€ Ha OCHOBY carjlacHOCTH o6e
‘ Crpane. Te nu3mene 1 JonyHe CTynajy Ha CHary y ckianmy ca ctasoM (1). osor
tIJ]aHa. T

~ .
“MEHO:0TKa3aTH OBaj cropasym. Y

oL HIecT (6) MecenH off naHa
Y ;

1 (3) CBaka CTpana Moxe y CBAKOM TpeH ¢
| ToM ciyyajy, BaXeme OBOI CIOpa3yMe i

3

xaza npyra CTpaHa UMY 06aBeIITEEe 0, o

| (4) Be3 ob3upa Ha O0TKa3 OBOT CrOpa3syMa, *ﬁo,uann YCTYIUBEHH TNIpeMa

OBOM cropasyMy Cy H Jasbe 3amraheHd y cknafy ca oapenbama Cropasyma,
nok CrpaHa nasanai He ocnoboau ox oBe obasese CTpaHy npuMaola.

1 (5)Crpane ce ommax ysajamMHO ofaBemTaBajy O CBAaKo] NMPOMEHH HALMOHAIHOL
1 sakoHOZAaBCTBa Koja yTHYe Ha 3AITHTY TAJHAX NONATAKA YCTYIUbEHHX MpeMa
OBOM criopasyMmy. ¥ ciy4ajy npomeHa, CrpaHe 00aBsbajy KOHCYIITauije aa 6u
pasMotpunie Moryhe u3meHe oBor cnopasyma. Y MehyBpemery, TajHu nogauu cy
u gabe 3amTulieHd, Kao WTO je TpeABHHEHO OBHM CHOPAa3yMOM, OCHM akKo
Ctpana naBajian He 3aXTeBa Jpyrayuje y MHCMEHOM OOJTHKY.

§(6)Crynamem Ha cHary OBOr cnopasyma npecTaje na Baxku Cropasym m3mehy
MunncrapcTsa naunmonanHe onbpane Pymysnuwje m Munucrapersa oznbpane
Perry6imixe Cpbuje o 3alITHTH pa3sMEBECHUX TajHUX BOjHUX MOJATAKA NOTIHCAH
y Bykypewry 6. jyna v y beorpany 27. jyna 2013. roause.
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1 Caunmeno y Bykypemry, 8 ¢ebpyapa 2017. rogune, y ABa OpuriHana Ha CpIICKOM,
PYMYHCKOM M €HIVIECKOM je3HKy, IIpH 9eMy Cy CBH TEKCTOBH TMOZjeJHaKo
BEPONOCTOjHH. Y Ciyyajy Hecjarama y TyMauewy, MEpOIaBaH je TEKCT Ha
] eHTIIECKOM jE3HKY.

ITorsphyjyhu HaBeneHo, Hoye NOTNHCAHH NPONMCHO OBNAmheHH NpeNCTABHHLMA
§ CBOjHX BIIaza NOTITHCAIIM CY OBAj CIOpPAasyM.

3a Baaay Pymysnje ke Cpouje
Ap Mapuyc Ilerpecky, L S ap )
APXKAaBHM CEKPETAD HALHOHANHE % mpexrop Kanuenapuje Capera 3a
Kanpenapuje 3a Kiacupukauujy HanMoHaAAY Ge3beHOCT M 3aTHTY

nopep/LUBUX HHpopMaunja TajHHX NOAaTaKa
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